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Breach Disclosure and Data Protection Laws:
Practical Implications for Businesses and a
Discussion of Implementation Options





L ƭƻǾŜ ŎǊŀǿƭƛƴƎ ǘƘǊƻǳƎƘ ƭƻƎ ŦƛƭŜǎΣ ŘƻƴΩǘ ȅƻǳΚ

aŀȅōŜ άƭƻǾŜέ ƛǎ ŀ ōƛǘ ǎǘǊƻƴƎ

Greprocks!
Especially if you know what you are looking for

And have it installed and know how to use it

Enter Highlighter, a simple, free program

http://www.mandiant.com/software.htm

http://www.mandiant.com/software.htm


Highlighter provides a user with three views of 
the log or text file being analyzed:

A text view that allows users to highlight interesting 
ƪŜȅǿƻǊŘǎ ŀƴŘ ǊŜƳƻǾŜ ƭƛƴŜǎ ǿƛǘƘ άƪƴƻǿƴ ƎƻƻŘέ 
content

A graphical, full-content view that shows all content 
and the full structure of the file.

A histogram view that displays patterns in the file 
over time. 



bƻΣ ǿŀƛǘΣ ǘƘŀǘΩǎ ǎǳǇǇƻǎŜŘ ǘƻ ōŜ 5ŀǘŀ .ǊŜŀŎƘŜǎΦ



Personally Identifiable Information (PII) is 
routinely lost or stolen and victims are not 
notified.

Victims and law enforcement are forced into 
reactive positions.

/ŀƭƛŦƻǊƴƛŀΩǎ SB 1386, the Database Security 
Breach Notification Act, passed in 2002, 
mandated breach disclosure- otherwise we 
ǇǊƻōŀōƭȅ ǿƻǳƭŘƴΩǘ ƪƴƻǿ ŀōƻǳǘΧ

http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html


The ChoicePoint and Card Systems breaches in 
mid-2005 which brought the problem to the 
ǇǳōƭƛŎΩǎ ŀǘǘŜƴǘƛƻƴΦ

Lists of breaches are available at:
Privacy Rights Clearinghouse

Data Loss Database

http://www.privacyrights.org/ar/ChronDataBreaches.htm
http://datalossdb.org/


Later high-profile incidents including the TJX 
ŀƴŘ IŀƴƴŀŦƻǊŘΩǎ ƭƻǎǎŜǎ ƭŜŘ ǘƻ ƻǘƘŜǊ ǎǘŀǘŜǎ 
adopting data loss notifications laws.

In Massachusetts this resulted in 93H, a law 
requiring the creation of data protection 
guidelines and mandating notification in case of 
data breaches.

201 CMR 17.00 is the data protection law 
mandated by 93H.



Personal Data is not secure.
²ƘŀǘŜǾŜǊ άǎŜŎǳǊŜέ ƳŜŀƴǎΦ

Wait-ǘƘŀǘΩǎ ŀƴƻǘƘŜǊ ǇǊƻōƭŜƳΦ



201 CMR 17.00 specifies definitions and 
requirements for the protection of data.

Expands definitions specified in 93H.

A mix of vague and specific rules.

No enforcement  or penalty guidelines specified 
(yet).

OK, 93I Has a little info about fines for improper record 
destruction penalties:

Up to $100/piece, $50,000/instance.

Lǘ ƛǎ ƴƻǘ ǇŜǊŦŜŎǘΣ ōǳǘ ƛǘ ŎƻǳƭŘ ōŜ ǿƻǊǎŜΧ
Nevada Title 52, Chapter 597, for example.

TITLE 52.docx




PCI-DSS

GLBA

Privacy Act

HIPAA

Sarbanes-Oxley

hǘƘŜǊ ǎǘŀǘŜΩǎ ƭŀǿǎ όŜΦƎΦ /! {. моусύ

And more

Companies in compliance with these 
regulations, with good policies and procedures 
in place, have a solid foundation for compliance 
with 93H/201CMR17.00. 



201 CMR 17.00 specifically excludes agencies, 
departments, etc. of the Commonwealth .

No escape for them, though- they are covered 
under separate regulations, Executive Order 
504.

..\..\NAISG\eo504.pdf
..\..\NAISG\eo504.pdf


ά¢ƘŜ ǇǊƻǾƛǎƛƻƴǎ ƻŦ ǘƘƛǎ ǊŜƎǳƭŀǘƛƻƴ ŀǇǇƭȅ ǘƻ ŀƭƭ 
persons that own, license, store or maintain 
personal information about a resident of the 
Commonwealth.έ

You do not have to be in Massachusetts to be 
covered by this law.



Personal information, a  Massachusetts 
resident's first name and last name or first initial 
and last name in combination with any one or 
more of the following data elements that relate 
to such resident:

(a)  Social Security number;

(b)  driver's license number or state-issued 
identification card number; or

(c)  financial account number, or credit or debit 
card number, with or without any required security 
code, access code, personal identification number 
or password, that would permit access to a 
ǊŜǎƛŘŜƴǘΩǎ ŦƛƴŀƴŎƛŀƭ ŀŎŎƻǳƴǘΦ



Χ ǇǊƻǾƛŘŜŘΣ ƘƻǿŜǾŜǊΣ ǘƘŀǘ ϦtŜǊǎƻƴŀƭ 
Information" shall not include information that 
is lawfully obtained from publicly available 
information, or from federal, state or local 
government records lawfully made available to 
the general public.

Note this applies to information obtained from 
government sourcesΣ ƛǘ ŘƻŜǎƴΩǘ ŎƻǾŜǊ ƛƴŦƻ 
available from a government source but 
obtained elsewhere.



ά9ǾŜǊȅ ǇŜǊǎƻƴ ǘƘŀǘ ƻǿƴǎΣ ƭƛŎŜƴǎŜǎΣ ǎǘƻǊŜǎ ƻǊ 
maintains personal information about a resident 
of the Commonwealth shall develop, 
implement, maintain and monitor a 
comprehensive, written information security 
program applicable to any records containing 
ǎǳŎƘ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΦέ

You must have a written policy and at least one 
person designated as responsible for it.


